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1. Executive Summary

1.1 Project Overview

Like many academic institutions, the University of Florida has a very disparate computing environment.  Although a few specific computing services are centralized, such as Mainframe and GatorLink, many more are distributed with little interoperability.  Currently, Microsoft Windows directory services fall into the latter category.  There are at least 50 domains at the University of Florida, and very few of these have trusts between them.  About fifteen of these domains are Windows 2000 domains, each residing in its own Active Directory forest.  While this provides autonomy to each department, it is very expensive to maintain and provides few opportunities for sharing resources. Also, it makes certain university goals such as single identity impossible.
In an attempt to facilitate better resource sharing and single identity, the University of Florida engaged Dimension Data to provide a neutral perspective for consolidating these directories into a single enterprise Active Directory, while maintaining appropriate autonomous control over resources at each department.  In specific, Dimension Data is to identify key business requirements and provide a high-level design that includes implementation options and recommendations based on these requirements.
To gather the key requirements, Dimension Data spent two weeks interviewing LAN administrators and managers in various colleges and departments throughout the university.  Also, an “open door” requirements session was hosted to allow any concerned parties to provide their input.
1.2 Document Overview

Though certain key areas of concern, such as authentication and forest design, are covered in depth in this document, the purpose of this document is to provide strategic guidance and recommendations for implementing Active Directory at the University of Florida.  Individual colleges and departments will need to assemble more detailed plans for migrating their systems into the enterprise Active Directory.  Dimension Data can provide expertise and assistance to these departments in planning and executing their migrations.  To this end the document is divided into the following sections:

Current Computing Environment: provides an overview of the current computing environment at University of Florida and a description of any issues with the network, in particular those related to the implementation of the Enterprise Active Directory Design project.

Design Goals / Requirements: Defines they key project goals and business requirements.
Active Directory Design Options:  Compares various design options providing benefits and disadvantages for each.
Recommendations:  Outlines professional recommendations based on interviews, industry trends, vendor information, and research.

Appendices: Provides additional information about topics covered in the document.
1.3 Assumptions and Limitations

The following assumptions were made during the design phase:

· This directory is being designed as an enterprise service that individual colleges and departments will have the opportunity to participate in.  The decision to participate in the enterprise Active Directory will reside with each college or department.

In addition, the following limitations in the design should be noted:

· This design will be created based on key business requirements, Dimension Data’s vast experience implementing Active Directory, case study research, and correspondence with other universities with similar requirements.  The time allotted for this macro design does not provide for any hands-on testing.  Certain areas of the design are customized to integrate with the existing infrastructure at the University of Florida. These areas will require testing to validate the design.  Testing and validation of the design will occur in the next phase, proof-of-concept prototyping.
1.4 References

During the preparation of this macro design, the following documents were referenced:

· Windows 2000 Deployment Planning Guide. http://www.microsoft.com/windows2000/techinfo/reskit/dpg/default.asp
· University of Florida LAN Administrator Interview Notes

· Inside Active Directory by Sakari Kouti & Mika Seitsonen, pub. Addison Wesley
· Managing Enterprise Active Directory Services by Robbie Allen and Richard Puckett, pub. Addison Wesley
· http://www.microsoft.com/TechNet/prodtechnol/windows2000serv/deploy/kerberos.asp
· Mission-Critical Active Directory by Micki Balladelli and Jan De Clercq, pub. Digital Press
· http://www.microsoft.com/WINDOWS2000/techinfo/howitworks/security/kerberos.asp
2. Current Computing Environment

2.1 Organizational Summary
The University of Florida is made up of 5 large colleges, each having over 2000 users, and dozens of smaller colleges and departments.  In addition, the university is coupled with Shands hospital, whose physicians are also faculty members in the university’s Health Sciences Center.
2.2 Physical Network
The main campus resides in Gainesville, Florida.  Most of the networking equipment is managed by the university Network Services group.  The vendor of choice for routers and switches is Cisco. A redundant fiber backbone connects the campus local area networks (LANs) into a metropolitan area network (MAN). Most university departments reside on or near the campus and have high-speed connectivity to the campus network.  
The diagrams below depict the physical connectivity of the university’s core network and connectivity to the Internet.  More diagrams of the campus MAN can be found at http://net-services.ufl.edu.
[image: image1.png]ssrb-iwan-7513

Mlans 2 and 3
are layer 3 redundant and
others are layer 2

meb-core-5500

ssrb-core-6509

SUP

[T S—

Lo}

20
"

an

55T0-ewan-gsr

FEan e

Fean o5

30 20

ssrb-finet-gsr

WSFC
128.227.254.176

ssrb-nexus-
6509

SUP

SUP
el
QT | s e
] .
128.227 254134
.
~—.
s
aer-core-6509
SUP
elm-core-6509 an "
el 222
o MEFC
[} 228 £l 128.227 254,180
w n
MSFC

[elii]

128.227.254.190

fif-core-5500
SUP

REM
128.227.254.135

hitp:finet-services ufl edu/internal/diagrams/corenetwark-priv.gif
nerdenw: share/net_services/diagrams/core/corenetwork-priv gif

09/30/02 Kby

mow-core- 6509

SUP

QT

I an
"
20

224
E / —
oz

128.227.254.186

FEorm  reom
|ssrb-nat-7507

Healthnet

20

UF Core Network
[OF#] QoS Box

\mf

ssrb-ewan-7507

Fast Ethernet
—---- Backup Links
% Block

Gigabit Ethernet
Gigabit Channel

cri-core-6509
SUP

W
"

an

MSFC
128.227.254.184

cbenexus-6509

cse-core-6509

SUP

an
"

WSFC
128.227.254.172

tig-core-6509

S0P

SUP

layer3

cbecore-6509
SUP

an "

n n
MSFC
128.227.264.174

3,‘ 22 a3
w 201

MSFC
128.227.254.182

tig-core-5500

S0P

W

RSM
128.227.254.138





Figure 1 – Main Campus Core Network
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Figure 2 – Internet Topology Diagram

2.3 Network Limitations

Although most colleges and business units exist on the main campus, two of the large colleges have remote locations. The Institute for Agricultural Sciences (IFAS) and.  IFAS has about 20 remote Research Education Centers (REC), each with 150-200 users.  These REC’s are connected to the main campus through the Florida Information Resource Network (FIRN).  In addition, at least one IFAS county extension office (CEO), having 1-50 users, exists in each of the 67 counties of Florida.  These CEO’s are connected to the main campus via FIRN or VPN connections.  The Health Sciences Center (HSC) has a remote location in Jacksonville, Florida connected to the main campus by a fractional T3 circuit.
The current IFAS network suffers from the following constraints:
· Many REC’s and CEO’s are connected to the main campus via 56Kb frame relay circuits with a 33.6Kb CIR.

· Because many of the CEO’s are located in county office buildings, IFAS does not have authority over these buildings or networks and are subject to the controls and restrictions imposed by the county office staff.

2.4 Systems Overview
Below is a list of various systems statistics at the University of Florida.  The following rough estimates were consolidated from information provided by LAN administrators that were interviewed:

1. Workstation platforms

· 40% Windows 95/98

· 40% Windows 2000/XP
· 17% WinNT 4.0
· 3% Other (Sun, Linux, Mac)

2. Server Platforms

· 50% Windows NT 4.0 / Windows 2000

· 30% Netware

· 20% Unix (Solaris, Linux, AIX)
3. Email

· 30% Exchange Server

· 10% GroupWise
· 60% Other (POP3, IMAP, Sendmail, Elm, etc)

4. Primary Databases:  DB2, SQL Server, Oracle
5. Primary Web Services: Apache, Internet Information Server
2.5 Enterprise Directories

Similar to many large universities and corporations, the University of Florida has a plethora of directories.  There is no single common directory service that every operating system uses.  Instead, each operating system vendor builds a directory that is optimized for their platform.  Thus, multi-platform organizations end up with multiple directories services.  It is very difficult and expensive to maintain many enterprise directories without some type of automation, which we’ll explore later in this document.
Currently, the following directories exist at the University of Florida:

1. Campus Registry – an in-house developed directory service that runs on a DB2 database.  The University of Florida spent over $1 million to develop this elaborate directory that contains records for every individual that does anything with the college, including students, faculty, administration, alumni, etc.  This university-wide directory is responsible for creating and maintaining a single identity for each individual.  This University of Florida Identifier (UFID) is unique between all individuals associated with the university. 
2. Peoplesoft – currently under development.  This will ultimately become the enterprise resource planning (ERP) solution for the University of Florida.  Much of the Campus Registry’s functionality will be moved into PeopleSoft and the Campus Registry may be phased out in a few years.

3. Netware Directory Services – there is a significant implementation of Novell Netware at the university.  Continued support and integration of these Netware servers is important to many departments within the university.
4. OpenLDAP – A popular open source based LDAP directory.  Implemented on enterprise AIX servers in the NERDC.  The university uses this directory as I read only source of data for other directories.
5. Kerberos V5 – developed by MIT, this is the university’s credentials repository that provides an authentication services for many web-based applications.
6. Active Directory – Currently, at least 15 Active Directory forests exist at the University of Florida.  Although Active Directory is currently very distributed, it is the purpose of this project to consolidate these disparate Active Directory forests into an enterprise Active Directory.

2.5.1 Enterprise Directory Integration

Although planning the integration of these directories is outside of the scope of this project, understanding opportunities for interoperability between the enterprise Active Directory and other enterprise directory services will give insight into the ROI value of consolidating the Active Directory.  Also, understanding the flow of directory information will provide a high-level understanding of the key integration points that can maximize the value of a centralized Active Directory.
The diagram below shows an example of how the Active Directory could interoperate to minimize the effort required to create and maintain accounts.  This is done by using data that is already being entered into other directories to populate accounts in the Active Directory.
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Figure 3 – Enterprise Directory Interoperability

In figure 3, when an account is created through the Campus Registry, optional additional information could be input, which would automatically create and Active Directory Account.  Information such as password, address, phone number, and other information could also be automatically populated into the newly created Active Directory account.  This would dramatically reduce the effort required for account management and would simplify operations for the end-user, who would only have to remember a single password.
Implementing a “directory broker” makes this model very flexible because each directory service does not need to know how to communicate with the other directory services.  Instead, each directory service only needs to be able to communicate with the broker.  The directory broker is the only component that needs to know how to communicate with each directory service.  Also, the broker provides a single place to manage data mapping and replication rules.  The modularity of this approach means that new directory services can be added by creating a connector for the new directory and configuring the new rules and data mappings in the broker.  Finally, this model makes it is possible for different directories to be authoritative for different information.  As the University of Florida migrates to Peoplesoft, it may become the authoritative source for information.  The broker will arbitrate which information Peoplesoft “owns” versus the information that the Campus Registry maintains.  This means that changing ownership of data from one directory to another is simply a rule change in the broker.
Where do we get this “directory broker”?
There are couple different ways to implement this:

1. Purchase and configure an enterprise directory synchronization tool, such as Microsoft MetaDirectory Services (MMS).  Most metadirectory tools require configuration and scripting to work effectively.  However, they dramatically reduce the effort required to manage directory synchronization because they already have connectors built for most of the popular directory services.  Maintaining data between different directories only requires that rules be configured to manage the synchronization schedules, data mapping, conflict resolution, etc.
Additional information about Microsoft MetaDirectory Services can be found at:

· http://www.microsoft.com/mms

2. Develop a custom directory broker.  For synchronization of authentication credentials or small amounts of data, a custom application could be written using LDAP and ADSI calls.  For example, when an account is input into the Campus Registry, a trigger could be launched that sends data to the broker process.  The broker component could use ADSI commands to automatically create a new account in the Active Directory.  It is costly to create and maintain directory connectors and interfaces for large amounts of data; therefore, this approach is not recommended for more complex directory synchronization.

More information about using ADSI can be found at:

· http://www.microsoft.com/adsi
· Book: Managing Enterprise Active Directory Services by Robbie Allen and Richard Puckett, pub. Addison Wesley

3. Design Goals / Requirements

The following key design goals were obtained by interviewing personnel from many of the colleges and departments. They are listed by the order of importance.  Critical design decisions were made based upon the priorities defined in this requirements list.
· Single Sign-on / Coordinated Namespace - No matter what system a user logs on to, they always log on with the same user name and password.  For example, only Joe Smith ever logs on with a username of “JSmith”.  He will use the same username whether he is authenticating into GatorLink, Peoplesoft, or Active Directory, regardless of what computer he is using.  If a user with the name Jane Smith required an account in any system, she would be assigned a different user name (such as JaSmith or JSmith2) that would be used in all enterprise directories.  Also, the user should only have to remember a single password which will be synchronized between all enterprise directories.
· Allow interoperability between University of Florida departments – Facilitate the ability to share resources and information between departments.
· Simplify directory management – Take advantage of opportunities to automate directory management.  
· Provide better inter-department scheduling – Provide a way that departments with Microsoft Exchange can take advantage of integrated scheduling.

· Create a more comprehensive Exchange global address list – Have all public e-mail addresses listed in the Exchange global address list that all departments can access.

· Lower operating costs and increase functionality – Take advantage of economies of scale and resource sharing.  Provide the ability to centralize commodity services, which can be provided to colleges at a lower cost than if they built and managed the service themselves.  This allows colleges to focus more of their budgets on mission-specific technology objectives.  For example, the chemistry department could utilize a centralized university email system and spend more of their budget on chemical analysis equipment instead of e-mail servers.
· Maintain appropriate administrative autonomy – Although centralization typically reduces operating costs, it should not be done at the expense of acceptable quality of service.  Certain functions need to be managed locally to provide effective, timely service to end users.  These functions should be delegated to qualified local administrators that can respond more quickly to the end users.  The level of administrative delegation will vary by department based on administrative staff and business needs.  Examples of management tasks that might be delegated to local LAN administrators are group membership, resource access control lists, member server management, and policy management.
4. Active Directory Design Options
This section of the document describes an overall approach to implementing Active Directory services at the University of Florida.  It is important to realize that no single model provides everything to every college.  Instead, the final design will be formulated by considering the various tradeoffs in each of the following design points.  This document elaborates on certain design options that were discussed during design meetings and makes best-practice recommendations based on these discussions.
	NOTE: This section assumes that the reader has a fundamental knowledge of Active Directory.  An overview of the Active Directory building blocks can be located at http://www.microsoft.com/windows2000/techinfo/planning/default.asp.  Also, there are many good books on Active Directory available for purchase.  Inside Active Directory, A System Administrator’s Guide by Sakari Kouti and Mika Seitsonen (pub. Addison-Wesley) provides a comprehensive overview of many of the concepts discussed in this section.


4.1 Active Directory Domain Hierarchy
Should each college have its own forest or should the university have a single forest? If single forest is selected, should each college have its own domain or should the university have a single domain?  If a single domain is selected, should accounts be implemented in delegated OUs or should they all be placed into a single OU?  To determine the answers to these questions, let’s explore a few different models.
4.1.1 Single OU
In a single OU model, all accounts in the University of Florida would be placed into a single organizational unit.  This model is very similar to the Windows NT 4.0 single domain model.  All accounts are replicated between all domain controllers within the domain and are managed by a single entity within the University of Florida.  While this simple model may work for small businesses, it is unlikely to work because it does not provide the ability to delegate account control.  Most colleges would probably resist this model because their local LAN administrators would not be able to be delegated control over only their accounts.
	Benefits
1.  Provides strong centralized security and control.

2.  Easy to integrate single sign-on.

3.  Requires fewer domain controllers
	Disadvantages
1.  Offers no delegation of control.  Management tasks cannot be delegated to colleges for only their users.

2. Requires more bandwidth for Active Directory replication because the directory is not partitioned (All 60,000+ accounts are in one domain)

3.  Requires a large, centralized staff to provide adequate service to end users.

4.  Only one domain security policy (i.e. password lifetime/lockout, ticket lifetime, etc.) can be configured for the entire university.  Colleges cannot implement their own domain policies.


4.1.2 Single Domain / Multiple OUs

Implementing a single domain with multiple OUs maintains strong, centralized security while providing delegated control to each college.  Colleges can be delegated permissions to manage directory objects, permissions, and policies for all objects under their OU.  In turn, colleges can delegate control to sub-colleges or departments that have their own administrative staff.  
To limit replication traffic, Active Directory is broken up into partitions (also known as “Naming Contexts”).  Because the Active Directory is partitioned with domains, not organizational units, all university accounts would exist on every domain controller.  While this increases the network traffic needed to replicate the domain, it dramatically simplifies single sign-on integration and reduces the number of domain controllers needed throughout the university.  Figure 4 below shows a sample of how college/department OUs might be configured in this model.
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Figure 4 – Single Domain / Multiple OUs

	Benefits
1.  Provides strong centralized security and control.

2.  Easy to integrate single sign-on.

3.  Easier than multi-domain model to implement automated account maintenance.
4.  Requires fewer domain controllers.

5. Provides delegation of control.  Management tasks can be delegated, allowing colleges to manage only their users and computers.


	Disadvantages
1. Requires more bandwidth for Active Directory replication than a multi-domain model because the directory is not partitioned (All account are in one domain)

2.  Only one domain security policy (i.e. password lifetime/lockout, ticket lifetime, etc.) can be configured for the entire university.  Colleges cannot implement their own domain policies.


4.1.3 Single Forest / Multiple Domains

Partitioning the Active Directory into multiple domains in a single forest decentralizes domain security and control.  Domain Admins have permissions to manage all directory objects, permissions, and policies in their domain.  If college administrators are in the Domain Admins group, this model provides colleges with complete administrative privilege over their domains and this privilege cannot be restricted in the future for any reason.  
	NOTE:  Domain Admins have ultimate authority over all objects in their domain and they cannot be restricted within their own domain.


In turn, colleges with their own domain can delegate control to sub-colleges or departments that have their own administrative staff using OUs.  

Because objects are partitioned between domains, fewer objects will need to be replicated within each domain naming context.  However, the global catalog, which contains a partial replica for all objects in the forest, is still replicated to all domain controllers that are global catalog servers.  Windows 2000/XP clients must have access to a global catalog server during the log on process.  All sites should have at least one local global catalog server for best performance.  For this reason, a domain that only has about 20% of the objects in the forest will not reduce its replication traffic by 80%.  Because of global catalog replication, it will probably only reduce the bandwidth required for replication by about 40-50%.
Each domain can have its own domain security policy with different password and Kerberos ticket lifetimes, account lockout, and password uniqueness settings.

For optimal performance, each site should have a domain controller for each domain that users in that site will be logging into.  Because domain controllers can only host a single domain, this model may increase the amount of server hardware required for cross-college resource sharing with off-campus sites.
Finally, this model may be more conducive to legacy applications that do not recognize the Active Directory OU structure.  These applications often enumerate and present account lists is a flat domain namespace.  In a single domain model, these applications would have to enumerate 60,000 or more accounts, as opposed to less than 10,000 accounts in the multi-domain model.  Figure 5 below shows a sample of how domains might be configured in this model.
[image: image5.jpg]Legend

«——> Transitve Trust

A —

Forest
Root

AAA AN D

adminadufiedy busadufedu crcasduleds  fcksadufedy  engadufieds  Ahscadufedu fas aduLedu
/

P AR T s s




Figure 5 – Single Forest / Multiple Domains

Though not shown, each of the domains in figure 5 above will likely contain OUs for sub-colleges and departments.
	Benefits
1.  Provides decentralized management without having to explicitly delegate control to college administrators. (Assuming that college administrators are added to the Domain Admins group in their respective domain.)

2. Reduced directory replication bandwidth required.

3. Each domain can have different domain security policies; therefore, colleges can tighten the security policy as appropriate to meet their security needs.
4. Provides some isolation against directory corruption or disaster.
	Disadvantages
1. Security is decentralized, which makes it more difficult to maintain university-wide consistency.

2. Additional configuration is required to achieve single sign-on.

3. Directory automation and management is more complex.

4.  Typically requires more domain controllers than a single domain model for comparable performance. 
5.  More administrative resources are required than a single domain model.  (i.e. Additional backups, third-party software, manpower, etc.)


4.1.4 Multiple Forests

It is common for some LAN administrators at different colleges within the university to want different forests. This gives them total control over their network and provides complete isolation from the rest of the university.  One benefit to this autonomy is that college administrator can rapidly implement software that modifies the directory schema without consulting anyone outside the college.  Changes to schema affect the entire forest.  Therefore, in a single forest model, more extensive testing and review of schema changes would be necessary prior to implementing the production forest. 
Nonetheless, this autonomy comes at a very heavy cost to interoperability.  In Windows 2000, trusts between domains in separate forests must be created explicitly and all external trusts are non-transitive.  This makes sharing resources between colleges very difficult to manage, similar to Windows NT 4.0 SAM.  In some cases, such as Exchange, this model is worse the Windows NT 4.0 SAM.  Exchange 2000, unlike Exchange 5.5, does not have its own directory service.  Instead, it integrates with Active Directory and uses the global catalog for storing its Global Address List (GAL).  Because the global catalog is not replicated between forests, every forest would need its own Exchange organization and contacts would have to be exported and imported between forests.  It is an arduous task to keep directories between different forests in sync without a tool such as Microsoft Metadirectory Services 2003 and the GAL Synchronization Solution (scheduled for release the 2nd half of 2003).
Figure 6 below is an example of what a multi-forest solution might look.
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Figure 6 – Single Forest / Multiple Domains

In general, implementing multiple forests in Windows 2000 is discouraged unless legal or operational mandates require it.  Windows Server 2003 Native-mode Active Directory is expected to provide transitive trusts between domains in different forests, which will make resource sharing between forests a little easier to manage.  However, Windows Server 2003 is still in beta testing at the time this paper is being written.  It will likely be at least 2 more years before users will be completely migrated to a Windows 2003 native directory.  More information about multi-forest design can be found in the “Multiple Forest Considerations” whitepaper on Microsoft’s website.

The following table compares the single forest and multi-forest attributes.
	Feature
	Single Forest
	Multi-Forest

	Single Sign-on / Identity Management
	Easier/Less costly to implement.  Requires only a single trust to the Kerberos realm.
	More complex / expensive to implement and manage.  Requires multiple trusts to the Kerberos Realm.  Requires multiple LDAP directory synchronization connectors.

	Namespace and UPN Uniqueness
	Enforced by the Forest – User Principle Names can all be in the same namespace.
	Not enforced – Users cannot authenticate using a UPN from a trusted domain in a different forest. (Not applicable to Non-Windows Kerberos cross-realm authentication.)

	Exchange 2000 Scheduling between colleges / departments
	Simple.  Free/Busy schedules within the organization are automatically in the organizations public folders.
	Complex.  Requires using the PFSync tool from the Exchange resource to synchronize public folders between organizations.

	Unified Exchange Global Address List 
	Automatic. No additional configuration required.
	Requires a directory synchronization tool, such as the Microsoft Metadirectory 2003 (Not yet released) and GAL Sync tool.

	Enterprise Applications
	Much easier to implement because schema and security is maintained within the context of the forest.
	More difficult and expensive to implement because of each forest may have a different schema, security, and object model.  Also, each forest requires is own directory connector and synchronization. 

	Data Isolation
	Data isolated with discretionary access.  Data in one domain cannot be accessed by someone in another domain without a domain admin explicitly granting permission.
	Complete Isolation – Sharing requires manual trusts and/or 3rd party synchronization tools.

	Service Isolation
	Services are isolated with discretionary access.  Services in one domain cannot be accessed by someone in another domain without a domain admin explicitly granting permission.
	Complete Isolation – Sharing requires manual trusts and/or 3rd party synchronization tools.

	Schema Isolation
	Shared schema – slightly more risk because schema changes occur at the forest level, rather than the domain level.  Requires more planning and testing when implementing an application that extends the schema.
	Isolated Directory Schema – Changes to the Active Directory Schema do not affect objects in other forests.  No risk of application conflicts.


Table 1- Single Forest vs. Multi-Forest Comparison
4.2 Authentication

The University of Florida has a large investment in web-based applications that use MIT Kerberos for authentication. Also, the university has undertaken considerable efforts to implement single identity. This section will focus primarily on the mechanisms which facilitate logging on with a single username and password. 
Active Directory authentication is generally implemented one of two ways in a mixed MIT Kerberos/Microsoft enterprise environment, cross-realm authentication or inter-directory credentials synchronization. Neither approach will provide an optimal solution for every organization.  Instead, university management must evaluate the advantages and disadvantages of each authentication model and choose which model is best suited for the University of Florida based on business priorities.

4.2.1 Cross-Realm Authentication

Cross-realm authentication entails creating a trust between the Active Directory root domain and the existing ufl.edu Kerberos realm, as shown below.
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 Figure 7 – Cross-Realm Authentication Process
This model only works with Windows 2000/XP clients whose registries have been modified to add the Kerberos realm into the domain list at logon.  It does not support Windows 9x, Mac, or Windows NT 4.0.  Unfortunately, Windows 2000 Servers cannot use tickets issued from the GatorLink Kerberos realm to provide authorization to resources because the tickets do not contain Windows security identifiers (SIDs).   Instead, proxy accounts (sometimes called “shadow” accounts) must be created in the Active Directory for each GatorLink account. These accounts enable the Active Directory to accept referrals from the GatorLink Kerberos realm and associate a corresponding user and group SIDs to the GatorLink authenticated credentials.
4.2.2 Inter-directory Credentials Synchronization

Under this model, no trust is created between the Active Directory and the GatorLink Kerberos realm.  Instead, password synchronization between the GatorLink Kerberos realm and the Active Directory would be necessary. This could easily be implemented in the same directory synchronization process that creates the Active Directory accounts.  The diagram below depicts this model.

[image: image8.jpg]Legend
Transive Trust
s\ @
Karoeros um: Joatutl.edu incows 2000 Dormain
ercs | & Windows 2000
MIT Kerberos V5 Reaim
Account/ |
Password Organizational Unit
Synch
\ B o
\ Gieepe
> distinguishedtans.
O Soa e Dsers  pb-ad, DC-uf, Domedu
P-4 AecountPassord
UPN: Joetufl.edu = = Synchvonization Process
2. s ogs on with i Gatorink

adufledy
Forest Root
Accounts Domaln

1. A user named Joe sts down 0 PC1 1o logon.

3. The logon pracess needs (o access the Actve Directry global catalog and domain
conirolr in ad.ufledu domain (ream) o execue Joe's user poiy. profie. logon scrpts,

otc. PC1 contacts DCT for @ service ket for access 10 resources on DC1

5. PG uses the senvice icket 1o access resources tha reside on DC1. (1. Group.
Poliies)

6. fPC1 requies access to resources on Server in the college.ad.ufl ec domain, it
requess a service tiket fom DC1

8. PC1 contacis D2 for a tiket or colege ad u edu
10. PC1 contacts DC2 servica ficket for @ service on Server.

12, PG1 contacts Server! for access foa resource.

credentils (Joe@uf edu) and

receives a Ticket Graniing Tickel
(TGT) for ad ul ed.

4.DC1 validates the TGT and issues a
senice tiket 1o PC1

7.DC1 cannot grant lcketsfor college.adufledu,
501t issues a referal icket o PC1

9. DC2 validates the referal tisketfrom DC1
and ssues 8 TGT to PCT

11.DG2 validates the TGT from PC1 and
issues a service ticket or Server 0 PC1

13. Servert valicates the servics ficket rom PC1, reads
the Aciive Directory SID information rom the Priviege
Aribute Cerlficate (PAC) cortaine nside the service
ticket, and grans access (0 the resource based on the
permissions listed nthe resource’s acoess control st
(acL)

colege ad ufledu
Fatiick gl




Figure 8 – Inter-Directory Synchronization Authentication Process

4.2.3 Mixed Authentication Model

This model combines the two previous authentication strategies to increase functionality and flexibility.  It supports single sign-on for all Windows 2000/XP clients and applications currently implemented at the University of Florida.  In addition, legacy Windows clients and applications are also supported.  Windows 2000 and XP clients to log in with username@ufl.edu and legacy clients log in using the shadow account username@ad.ufl.edu.  As legacy clients are upgraded, the namespace ad.ufl.edu will be phased out for authentication purposes and only used by system administrators for assigning permissions.  The diagram below depicts this model.
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Figure 9 – Mixed Authentication Process

The following table compares the three approaches to authentication.

	Feature
	Cross-Realm Auth
	MS Domain Auth
	Mixed

	Password Maintenance
	Passwords are only maintained in the GatorLink Kerberos Realm.  Active Directory proxy account passwords may or may not be known by the end-user.
	Passwords must be synchronized between GatorLink Kerberos realm and the Active Directory.  This could be implemented in the same code procedure that changes the GatorLink password.
	Passwords must be synchronized between GatorLink Kerberos realm and the Active Directory.  This could be implemented in the same code procedure that changes the GatorLink password.

	Non-Kerberos client support
	No.  Only supports Windows 2000/XP.  Does not support Windows 9x, Windows NT 4.0, Windows CE or Mac.
	Yes.  Supports all Windows clients and Mac.
	Yes.  Supports all Windows clients and Mac.  Legacy clients (Win9x, Win NT 4.0, and Mac) will not be able to log on directly to Kerberos realm.  They must authenticate with the Active Directory account.

	Supports Non-Kerberized applications
	No.  Supports Kerberos applications only.  Does not support single sign-on for any current version of Outlook, Exchange, IIS, or other NTLM-based applications
	Yes. Supports all applications.
	Yes. Supports all applications.

	Single Identity
	Yes.
	Yes.
	Yes. For Windows 2000 and XP only.  Legacy clients will have the same username, but a different UPN suffix.

	Support for web-based Kerberized Unix applications
	Yes.
	Yes.
	Yes.

	Native Windows 2000 support for PC-based Kerberized Unix applications (such as kerberized telnet)
	Yes, with Windows 2000/XP logon.  Requires the user to run MS2MIT prior to running the application, which copies the MIT ticket from the Microsoft ticket cache into the MIT ticket cache.  None of these apps currently exist at UF.
	No.  Only with 3rd-party Kerberos client, not native Windows 2000/XP logon. 
	Yes, with Windows 2000/XP logon.  Requires the user to run MS2MIT prior to running the application, which copies the MIT ticket from the Microsoft ticket cache into the MIT ticket cache.  None of these apps currently exist at UF.

	No Additional PC configuration required
	No.  Every client machine must run Ksetup or have the registry modified to point to the Unix Kerberos realm for authentication.
	Yes.  Works with Windows with no reconfiguration.
	No.  Every Windows 2000/XP client machine must run Ksetup or have the registry modified to point to the Unix Kerberos realm for authentication.

	User can change their password from the Windows Security screen (i.e. CTRL+ALT+DEL)
	Yes.  Works most of the time.  Fails on multi-homed systems.  May return a confusing message for user if the password does not meet the validation criteria of the Kerberos realm.
	No.  Password must be changed through the GatorLink password change utility.
	No.  Password must be changed through the GatorLink password change utility.

	Multi-domain support
	Yes. Requires a Kerberos patch that is not an official MIT distribution.  This patch was developed to allow child domains to authenticate thru a transitive trust between the AD root domain and the Kerberos realm.
	Yes.  No issues.
	Yes. Requires a Kerberos patch that is not part of the official MIT distribution for cross-realm authentication of Windows 2000 and XP clients in child domains.


Table 2- Authentication Comparison

The authentication processes outlined in the previous diagrams assume a multi-domain model with a single accounts domain and a resource domain.  Minor adjustments to the process may be required for multiple account domains or a single domain model.  More information on authentication may be found in the following references:

· http://calnetad.berkeley.edu/documentation/test_environment/kerb_interop_trip-ups-20020401.html
· 
http://www.microsoft.com/TechNet/prodtechnol/windows2000serv/deploy/kerberos.asp
· http://www.usenix.org/events/lisa-nt2000/hill/hill_html/
· http://www.microsoft.com/WINDOWS2000/techinfo/howitworks/security/kerberos.asp
· http://www.umich.edu/~lannos/win2000/w2k-kerberos.html
· http://www.membrain.com/pres/ad_integration_20021112/
· http://support.microsoft.com/servicedesks/ webcasts/so_projects/so7/so7.ppt
· http://windows.stanford.edu/docs/HowWork.htm
· http://web.mit.edu/pismere/MSR-Summer-2000/DAY1_Finished/KerberosWorkshop_Interoperability/CSGKerberosInterop.ppt
4.3 Organizational Units

Active Directory provides the ability to subdivide objects into logical groupings called organizational units, also referred to as OUs.  Regardless of the domain hierarchy that is selected, OUs should be implemented to organize the directory and facilitate easy application of group policies.  An organizational unit is not the same as a group.  An object may only be a member of a single organizational unit.

For an organization the size of the University of Florida, it is a best practice to limit OU nesting to 7 layers or less. Typically, 1 level will define the college, 1-3 levels will define sub-colleges or departments, 1 level will define a geographic location and 1-2 levels will define the object type (i.e. Users, Servers, Laptops, Desktops, Printers, etc.)  The order in which each of these levels is applied is decided by each college or department, based on their business and LAN management needs.

Figure 10 below gives an example of what the IFAS OU structure might look like.  Note that this structure is only 6 layers deep.
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Figure 10 – Organizational Unit Structure

4.4 Group Policies

Group Policies provide a variety of controls on the Windows 2000/XP-computing environment, such as account lockout policies, operating system settings, and application settings.  The term “Group Policies” is a misnomer because policies are not applied to groups.  Instead, they are applied to individual computers, sites, domains and OUs.  Except for domain security policies, Group Policies Objects (GPO’s) only apply to Windows 2000 and higher versions of Windows.  (GPO’s) can be applied at various levels of the Active Directory.  Typically, GPO’s are applied in the following order, each overriding the previous GPO:

1. Local Computer GPO’s

2. Site GPO’s

3. Domain GPO’s

4. Organization Unit (OU) GPO’s

Therefore, when a setting on the local computer GPO and the OU GPO conflict, the OU GPO would take precedence and override the local computer GPO setting.  This model is true most of the time.  An exception to the rule is domain security settings, such as account lockout.  These account settings are controlled at the domain level and are not overridden by the OU GPO’s.  Multiple GPO’s may be assigned to a single structure, such as OU or domain.  The actual GPO that is applied to a user or computer is controlled by security permissions.  For example, if multiple domain GPO’s are created, the list of GPO’s is read from top to bottom.  The first GPO that the user has permission to read is the GPO that is applied.  All other domain GPO’s are ignored.

It is possible to implement User GPOs on a per machine-basis by enabling loopback policy processing.  This means that the policies assigned to a user’s account can be overridden by policies assigned to a machine account.  This can be helpful if LAN administrators do not want users from other colleges logging on to computers and executing their user account policies.

Due to the potential complexity of troubleshooting policies, there are a few guidelines that should be followed.

1. Keep it simple.  There are literally hundreds of policies available.  It is easy to overuse policies and end up with a computing environment that is difficult to troubleshoot and maintain.  Often, there are other ways to control the computer operations without using policies.  Look for these other options first, and use policies as a last resort when there is no other way to implement specific control.  Also try to keep the number of Group Policy objects in the domain to a minimum.  A single GPO can be used for multiple OUs.

2. Policies are not a replacement for good security.  Policies should be used to enhance security, not replace it.  While policies provide many capabilities, sometimes just using Windows 2000 security delegation is a better option.  For example, a policy could be implemented to disable the ability to start the AD Users and Computers MMC console.  However, this may be unnecessary if the user does not have administrative privileges on accounts.

4.5 Group Strategy

As the University of Florida migrates toward a centralized Active Directory, it should adopt a group strategy that simplifies group management across the enterprise.  To streamline the group strategy, there are a few key rules that should be followed.

1. Use global groups to categorize logical organizational groups that have common functions and need similar capabilities/privileges (such as Accounting, Human Resources, Business Unit Managers, Executives, Administrative Assistants, Solutions Center, Oracle Financials Users, SMS Admins, etc.) – Because a native-mode Active Directory allows global groups to be nested within other global groups within the same domain, smaller functional groups can be aggregated into a single larger group.  For example, Purchasing, Payroll, Accounts Payable, and Accounts Receivable global groups could all be nested into a single Financial Services global group if it makes sense to do so.

2. Use local groups to assign permissions to resources (such as Apopka Printer Operators, VPN Users, etc.) – Although global groups can be used to assign permissions to resources, using local groups is the best practice.  Global groups should be nested inside local groups.  There are a couple reasons for this.  First, a local group can contain global groups and universal groups from any domain in the forest.  A global group can only contain other global groups (if in native mode) and user accounts in the same domain.  Second, by defining permissions to resources based on local groups, the resources Access Control Lists (ACL) do not have to be updated every time security a user or group is given permission.  A user is simply added to a global group or universal group and they are given access to the resource.

3. Consider using Universal Groups for aggregating cross-domain users into a single group. – An example of a Universal Security Group (USG) might be a College Deans group that has access to certain university-wide information in different domains.  Depending on the hierarchy model selected, the College Deans group may consist of members from multiple domains.  A global group called Security might exist in each domain.  To simplify setting permissions for all of the College Deans members, a USG could be created that contains all of the individual Deans global groups from each domain.  When assigning access to a resource, the College Deans USG could be nested into the local group that provides access to the resource.
	NOTE: Universal Groups are contained in the global catalog so use them appropriately.  Be careful not to over-use them or global catalog replication traffic may increase noticeably.


4.6 Domain Naming Services (DNS)

To improve scalability and reliability, Microsoft has chosen to move all future Windows computer name resolution to DNS, in lieu of WINS.  Unlike WINS, which relies on the NetBIOS protocol for resolution, DNS is a scalable industry standard for host name resolution.  Active Directory is rooted in DNS and cannot be installed unless a DNS server is available.  DNS is queried every time a workstation needs to find Active Directory servers hosting key services, such as domain controllers, global catalog, LDAP, and Kerberos.  Also, Active Directory domain names are based on DNS domain names.

4.6.1 Windows 2000 DNS Overview

Because DNS is such an integral part of Active Directory, Microsoft focused significant effort ensuring that Windows 2000 DNS was reliable and scalable enough to meet the needs of even the largest companies.  In addition to dramatically improving the Windows operating system stability in Windows 2000, Microsoft included several new features in its DNS which enhance redundancy, security and scalability.  These include:

· Dynamic DNS – This allows Windows clients to dynamically register their host name and IP address into the DNS zone.  This is an important feature because DNS will be assuming the dynamic registration of workstations and servers previously performed by WINS.
· Secure Updates – To prevent hackers from updating a DNS zone with bogus records, Windows 2000 DNS can require a machine to authenticate using Kerberos prior to updating the zone with a dynamic record.
· Active Directory-integrated replication – this provides DNS with a multi-master replication model, similar to domain controllers, which means that dynamic DNS registration can continue to occur even if a primary DNS server fails.  This is because there are multiple “primary” DNS zones that use Active Directory replication to synchronize updates between each other.  AD-Integrated zones can also do zone transfers to secondary servers.
· Incremental Zone Transfers (IXFR) – Instead of transferring the entire zone file between primary and secondary DNS servers, Windows 2000 supports transferring only record changes.  This dramatically reduces bandwidth requirements and allows more frequent updates to secondary servers.
· Simplified Management – Although Windows 2000 DNS can be updated using scripts, it also provides an easy-to-use graphical interface.

4.6.2 BIND integration

Although Windows 2000 DNS provides many enhancements, often large organizations like the University of Florida have been running BIND for many years and have developed skills and processes to manage BIND servers.  These organizations are typically not receptive to changing their existing DNS zones to Windows 2000 DNS… nor should they be.  Instead, most organizations use combination of Windows 2000 DNS and BIND to achieve the best DNS support for their end-users.  Let’s explore these integration options in more detail.

For optimal security, DNS is usually split into two services, external (Internet) and internal (Intranet).  The external DNS service is accessible from the public Internet and provides name resolution for services hosted on the Internet.  This might include web servers, mail servers, ftp servers, etc.  In contrast, the internal DNS service is usually placed behind a firewall and provides resolution services only to internal systems.  This service is what Microsoft is using to replace WINS.

Active Directory can completely rely on BIND for its name resolution services provided that the servers are running BIND version 8.2.1 or higher.  Yet, most companies opt not to do this because they do not want to enable dynamic DNS on their BIND servers for security reasons.  Also, BIND does not support secure dynamic updates from Windows clients.  To ensure optimal support, it is a best practice to use Windows 2000 DNS for zones that host the Active Directory.  Figure 10 shows how Windows 2000 DNS and BIND can integrate to provide optimal DNS service to clients.
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Figure 11 – DNS Integration

With this approach the BIND DNS servers will still run manage non-Active Directory zones and Windows 2000 systems can securely register into Windows 2000 dynamic DNS zones.

4.6.3 WAN Considerations

Most remote locations will probably need a local domain control for authentication.  By implementing AD-integrated zones on the local domain controllers, DNS registration and queries will resolve much faster for these clients thus improving performance.  Because Windows 2000 supports incremental zone transfers and scheduled attribute-level replication within Active Directory, the impact to WAN connections is minimized.

4.6.4 Domain Considerations

The number of zones in the internal DNS namespace is directly related to the number of domains.  Each domain requires its own namespace.  Though not required, it is a best practice to make each domain controller a DNS server hosting an AD-Integrated zone for its own domain.  In a multi-domain forest, each workstation would register into it own domain’s namespace.  The diagram below shows how this model works.
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Figure 12 – Multi-Domain DNS Implementation

It is important to note that AD-Integrated zone replication only occurs between domain controllers servers within the same domain.  If zones need to be replicated outside of the domain, a secondary zone needs to be built in the external domain and zone transfers must be configured.
For more information about Active Directory DNS Design and BIND Integration, read the following reference materials:

· Mission-Critical Active Directory by Micki Balladelli and Jan De Clercq, pub. Digital Press

· http://www.microsoft.com/technet/prodtechnol/ad/windows2000/deploy/prodspecs/dnsreq.asp
· http://www.microsoft.com/windows2000/techinfo/reskit/en-us/cnet/cncf_imp_vsin.asp
4.7 Sites

Active Directory sites are not directly related to domains.  A single domain may span multiple sites and multiple domains may exist within a single site.  Unlike domains, site objects are stored in the Configuration Naming Context, which is replicated to every domain controller in the forest. Sites are used to control replication traffic between domain controllers.

An Active Directory site is defined as a collection of IP subnets with reliable, high-speed network connectivity.  This is somewhat subjective, but typically a WAN link identifies the boundary of a site.  While domains usually follow an organization’s logical model, sites usually follow a physical network topology.  The purpose of a site is to define locality and control Active Directory replication.  Sites enable more efficient authentication because client computers authenticate to the domain controller that is closest to them, rather than a randomly selected domain controller.  Also, sites facilitate better WAN bandwidth utilization by compressing inter-site traffic and better replication traffic control by allowing replications to be scheduled for non-peak hours if necessary. At least one domain controller, functioning as a global catalog server, should be placed at each site to provide domain authentication on the local area network (LAN).  These domain controllers may also supply file and print services for smaller remote offices.
The main campus at the University of Florida can be implemented as a single site.  As the number of workstations in the forest grows, the UF Network Services group should monitor the campus network traffic.  If authentication or replication traffic becomes too much or user performance starts to suffer, additional sites may be defined on the main campus to isolate traffic.

IFAS remote locations will each be their own site with hub connectivity back to the main campus.  Replication traffic might be scheduled over very slow connections.  In extremely slow or unreliable connectivity conditions, SMTP replication connectors can be implemented.  However, this requires the implementation of a Certificate Server and should only be used if there is no other alternative for improving the connection.

 Also, the HSC Jacksonville location should be its own site.  Although there is a lot of bandwidth between the main campus and Jacksonville, it is wise to segment the replication traffic to minimize bandwidth utilization and maximize performance.
Active Directory has intelligent components, such as the Knowledge Consistency Check (KCC), Intersite Topology Generator (ISTG), and site link transitivity that can automatically build and manage the replication topology through complex algorithms.  These components greatly simplify the management of the Active Directory.  When the number of domains and sites increases beyond a certain point, the effectiveness of these components begins to degrade and the replication topology must be managed manually.  Try to avoid this if possible.  Each domain that is implemented dramatically reduces this threshold.  For example, these components can support two domains with over 200 sites.  However, with 10 domains the performance of these components begins to degrade at only 95 sites.  The formula used to determine the threshold for domain and sites is:
(Number of Domains + 1) * Number of Sites2 > 100,000

Performance is degraded if this formula is true.  To avoid this limitation, keep the number of domains to a minimum.

4.8 Flexible Single Master Operations (FSMO)

While most functions in the active directory are redundant and can be accomplished by more than one domain controller, there are five roles that can only be performed by a single domain controller at a time.  These roles are called Flexible Single Master Operations (FSMO) roles, pronounced “Fizmo” by many Active Directory veterans.  Servers that hold these roles are known as Operation Masters.
Two of the five roles must be performed by a single domain controller in the entire forest.  These are the Schema Master and the Domain Naming Master roles.  The other three roles, RID Master, PDC emulator, and Infrastructure Master, are held by a single domain controller in each domain.

4.8.1 Schema Master

The Schema Master is responsible for adding classes and attributes to the forest schema.  Whenever an application “extends” the Active Directory it communicates directly with this server.  

4.8.2 Domain Naming Master

The Domain Naming Master is responsible for adding and removing domains from the forest. To avoid naming conflicts, domains may not be added or removed from the forest if the Domain Naming Master is unavailable.
4.8.3 RID Master

When a new user or group is created in the domain, it is assigned a security identifier (SID) and a relative identifier (RID) each which are unique domain-wide.  This server ensures that each domain controller is assigned a unique pool of RIDs.
4.8.4 PDC Emulator

The Primary Domain Controller (PDC) Emulator is a very important role in both mixed mode and native mode directories. In mixed mode, the PDC Emulator replicates the directory to NT 4.0 backup domain controllers (BDCs).  In both mixed and native mode, this server updates passwords for down-level Windows NT and Windows 9x clients.  This server functions as the domain master browser if the Windows NT 4.0 browser service is enabled. Windows 2000 domain controllers synchronize password changes with the server first.  If a domain controller fails to authenticate a password, it contacts this server to see if a password change has occurred since it last replicated.  Finally, in the root domain of the forest this server is responsible for updating itself from an authoritative network time server (NTP or SNTP) and then synchronizing PDC Emulators from all other domains with this time.
4.8.5 Infrastructure Master

This server is responsible for updating cross-domain object references in a domain.  For example, this server updates references to the SIDs and DNs of users and groups contained in other domains that are members of universal and local groups in this domain.
4.8.6 Operation Masters Placement

The follow table summarizes the purpose of each operation master and offers guidance for optimal placement.

	Role
	Purpose
	Placement

	Schema Master
	Responsible for performing updates to the directory schema
	Best practice is to place this role on a global catalog server that resides in the forest root domain.  Whenever possible, it should be coupled on the same domain controller as the Domain Naming Master, since these roles are used rarely and should be tightly controlled.

	Domain Naming Master
	This DC is the only one that can add or remove a domain from the directory.
	Best practice is to place this role on a global catalog server that resides in the forest root domain.  Whenever possible, it should be coupled on the same domain controller as the Schema Master, since these roles are used rarely and should be tightly controlled.

	RID Master
	Responsible for processing Relative Identifier Pool requests from all DCs within a given domain
	Best practice is to place the RID master and PDC emulator roles on the same DC.

	PDC Emulator
	Responsible for providing key domain authoritative services such as time synchronization, down-level BDC synchronization, domain master browser, and account lockout.
	Best practice is to place the PDC emulator and RID master roles on the same DC.

	Infrastructure Master
	Responsible for updating an object's SID and distinguished name in a cross-domain object reference
	The Infrastructure Master (IM) role should be held by a domain controller that is not a global catalog server (GC).


Table 3- FSMO Placement Best Practices

Figure 12 shows the minimum recommended hardware necessary to implement an enterprise Active Directory with a root domain and a single child domain.  This does not include any off-campus domain controllers.  It is important to have at least two global catalog servers in each domain and preferably at least one in each site.  Note that the Infrastructure Master role must not be placed on a server with the global catalog server or it will not function.  When multiple domains are implemented, the Infrastructure Master role is required unless all domain controllers in the domain are also global catalog servers.  If a single domain is implemented, the number of required domain controllers is dramatically reduced.
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Figure 13 – FSMO Role Placement

4.9 Windows Internet Naming Service (WINS)

Although Microsoft has a stated direction to move away from NetBIOS, Windows 2000 was the first version to support only DNS resolution for operating system functions.  All Windows operating systems and applications that were built in the 1990’s used NetBIOS as their primary name resolution protocol.  For this reason, it will probably be many years until all of these legacy operating systems have been phased out and all applications have been re-written to use DNS resolution.  In the meantime, implementing WINS is necessary for backward compatibility.
WINS is notorious for corrupting its database during replication.  To minimize the risk of WINS database corruption, the University of Florida should maintain two WINS servers at separate facilities of the main campus that have good network connectivity between them.  As a general rule, remote locations will traverse the WAN for NetBIOS name resolution.  While it seems as though this would dramatically increase WAN traffic, in reality it will be a nominal increase in traffic because the size of WINS data is very small.  In fact, the traffic necessary to replicate the WINS database to remote servers would likely exceed the traffic generated by the WINS registrations and queries.
There may be unforeseen, rare instances where another WINS server is required.  To reduce the chance of corruption, it is important that a single server be selected as a hub.  All other WINS servers should be push/pull replication partners only with the hub server as shown below.
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Figure 14 – WINS Push/Pull Replication Model

5. Recommendations
The following recommendations are provided based on Dimension Data’s industry experience, interviews with colleges, and extensive research.  These recommendation areas are interdependent on each other, meaning that a change affecting one area will possibly alter the recommended approach in another area.
5.1 Domain Hierarchy / Authentication

1. Shands should create its own forest.  Although Shands Hospital is closely affiliated with the University of Florida, it is technically a separate legal entity. To avoid potential conflicts with FERPA and HIPAA Regulations, Shands should have its own forest and create trusts with domains in the University of Florida forest as appropriate.
The Shands forest can use the GatorLink Kerberos server for cross-realm authentication if necessary.  This multi-forest support will require that the GatorLink Kerberos server be patched with an unofficial MIT Kerberos patch that was modified by the University of Michigan.  More information about this patch can be found at http://www.citi.umich.edu/u/kwc/krb5stuff/referral.html.
If desired, account creation and maintenance automation can still be accomplished for Shands accounts using data contained in GatorLink and the Campus Registry.  This would require that the developers create a field that contains a flag denoting whether the account is owned by the UF or Shands forest.  Based on the value of this field, the broker logic can open LDAP connections to different forests.
2. Try to implement a single domain in the forest root for the entire university.  Typically, organizations the size of the University of Florida have multiple domains.  However, there are some compelling reasons to limit the domain model to a single domain if possible.  This domain will be a very large domain, but it should provide adequate performance as long as directory doesn’t exceed 1 million objects.  Below are some questions and answers about forest hierarchy design option.
Q: Why shouldn’t we implement multiple account domains (one for each college) and let each college manage their own accounts?

A: This is a valid option that provides some benefit to distributed organizations like IFAS, but there are limitations to single sign-on using this approach.  One benefit to a multiple account domain approach is that it partitions the forest. Colleges with remote sites can implement a single remote domain controller at each site that has only the college’s accounts and machine objects in the domain naming context.  In the event that a WAN link goes down, remote users can still authenticate and get their local file and print services.  Also, account management and security is distributed to the college.

Multiple account domains make single sign-on more complex to implement and manage. An unofficial MIT distribution patch is required to implement child domains.  This patch can be found at http://www.citi.umich.edu/u/kwc/krb5stuff/referral.html.  For child domains to work with cross-realm authentication, the Window 2000 proxy account must reside in the Kerberos trust path from the location of the machine being logged into.  The diagram in Figure 15 provides an example.  If the user Joe, whose proxy account resides in the college.ad.ufl.edu domain, tries to log on to PC2 that is a member of the college2.ad.ufl.edu domain, he will not be authenticated.
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Figure 15 – Cross-realm Authentication from Child Domains

Single sign-on and integration with the GatorLink Kerberos system was rated high in the priority of requirements.  With the understanding of these limitations, additional account domains could be implemented on an exception basis, but it is not recommended as the primary approach for the university as a whole.  The best way to resolve this issue is to put all accounts into a single accounts domain at the root.  This will ensure that all accounts are in the trust path between every domain and the GatorLink Kerberos realm.

Q: In that case, why don’t we implement a single account domain with resource child domains for each college and let each college manage the computer and resources in this domain?
A: This is also a valid option, but it has some drawbacks in regards to hardware requirements and remote site authentication.  Implementing resource domains partitions the computer objects and some application objects into a separate domain naming context, while keeping all user accounts in the root domain.  There may be certain applications that will be perform better with this approach.  

This approach has additional requirements for organizations with remote sites.  For example, IFAS remote users must be able to authenticate and use their local file and printing services when a WAN connection is down.  This accomplish this, each remote site would need multiple domain controllers, one from resource domain and one from the account domain.  Purchasing these additional servers may not be very cost effective.  If all resource and user object are contained in a single domain, only a single domain controller is needed to provide local authentication to remote sites.

Q: Are the limitations or benefits to implementing a single domain?
A:  First, let’s discuss the limitations.  A single domain requires more bandwidth for replication.  It is probable that remote sites with 56Kb WAN links or slower will need to be upgraded to at least 256Kb to handle the additional Active Directory replication traffic.  In addition, each college will need to be explicitly delegated control over their OUs.  Each college will have to conform to a single university security policy, instead of having their own domain security policy.  Applications that enumerate large portions of the domain objects with queries may not perform as well under this model.
The single domain model simplifies the implementation and provides the many benefits.  Every college can be delegated complete control of all of their own user accounts, OU Policies, servers, and workstations.  All Windows 2000 users can log on to Active Directory using their GatorLink credentials from any computer where they are granted “Log on Locally” rights.  Only a single domain controller needs to be deployed to each remote location to provide remote users with local authentication.  DNS management is simpler and has fewer risks of DNS islands. The number of sites can grow significantly without negatively impacting the performance of the of KCC or requiring manual administration of site link bridges and transitivity.  Finally, automating account creation and management is easier when a single domain naming context need to be referenced.
Conclusion

There is no one model that is optimal for every college.  Decisions must be made based on business requirements and priorities.  The single domain model will work for most of the colleges and exceptions should be considered for colleges that have a proven need for their own domain.
3. If additional domains are required, create them only when technical or business needs require it.  Don’t create separate domains for “political” reasons.  A separate domain shouldn’t be created because of the statement, “If College X gets its own domain, then my college should get its own domain.”  Having a separate domain is not a status symbol; it is merely a way to solve a technical problem that cannot be solved with OUs.
There are few compelling reasons for the University of Florida to use multiple account domains.  The one exception to this may be IFAS, due to their large number of remote sites and slow links.  Replication of the entire university domain may prove to be too much for the existing WAN connections.  This should be verified during proof-of-concept testing.  Partitioning the IFAS directory objects into their own domain could reduce this replication traffic by 40-50%.  However, a separate accounts domain for IFAS should only be created after exhausting all other options.  It will probably be more cost effective to increase the WAN connectivity to IFAS remote sites and this option should be explored. 
4. Create an OU for all colleges with AD-knowledgeable staff and allow them to manage their own OUs.  Delegate control of to create and manage all objects within the OU, including accounts, groups, policies, machines, etc.  It is important for college admins realize that they do not need to be a Domain Admin to have complete control over their users, servers, clients, printers and other objects.
5. Implement the Mixed authentication model outlined in section 4.2.  This allows maximum participation and flexibility.  Single sign-on becomes a benefit of Windows 2000 and XP without precluding participation of non-Kerberos operating systems.  Also, non-Kerberized applications work in this model.
5.2 Hardware

6. If more than one domain is necessary, at least 3 dedicated core domain controllers should be purchased per domain to accommodate the FSMO roles.  Refer to section 4.8 of this document for more information.  These domain controllers should be from a tier-1 vendor, such as HP, IBM, or Dell.  All core domain controllers should include hardware RAID, redundant fans, redundant power supplies, and failover networking for maximum uptime.
7. For performance reasons, each remote site with less than 50Kb of consistent, available bandwidth per user should have a local domain controller for authentication, browser services, policy distribution, and directory queries.  A 10-user remote office with 128Kb circuit would require a local domain controller.  Yet, a 25-user remote office with a full T1 circuit may not need a local domain controller for adequate performance.  However, telecom circuits are more prone to outage than campus fiber connections.  It is also important to evaluate the impact of downtime produced by such an outage before making the decision not to deploy domain controller to the remote site.
8. Try to consolidate server vendors and models.  This will make server recovery faster and easier because there are fewer drivers to maintain.
5.3 Directory Integration

9. Begin developing and testing ADSI routines that will be used for managing Active Directory accounts through the Campus Registry and GatorLink.  Additional information for programmatically manipulating the Active Directory can be found at:
a. http://www.microsoft.com/adsi
b. http://www.microsoft.com/scripting
c. Book: Managing Enterprise Active Directory Services by Robbie Allen and Richard Puckett, pub. Addison Wesley

10. Start defining the level of directory automation and data synchronization that is needed between the enterprise directories and begin evaluating Microsoft Metadirectory Services 2003 as soon as possible to determine if it meets these needs.  More information about Microsoft Metadirectory Services 2003 can be found at http://www.microsoft.com/mms.
5.4 Disaster Prevention / Recovery

11. Implement a permanent “Test” forest that is on an isolated network where testing can be performed.  This forest should resemble the production forest and it should be used to test new applications (especially those with schema changes), policy changes, and proof-of-concepts.  This forest will often identify potential problems that may occur prior to implementation in the production forest.  Also, this forest provides a place for administrators to learn about new products prior to deploying them into production.   To reduce the hardware necessary to implement this type of test environment, consider using a product like VMWare that creates multiple virtual machines on a single server.
12. Implement a backup & recovery strategy and test it routinely on the Test network.  Regardless of the redundancy measures put in place, in most organizations it is inevitable that a problem is going to occur with the Active Directory at some point.  This might be caused by a faulty 3rd-party application or operator-error.  Nonetheless, the more prepared the university is for these disasters, the faster service will be restored.  It is not good enough to do tape backups alone.  You should also periodically test restoring from these backups to ensure that you are prepared and can set expectations accurately in the event of a disaster.  This is why it is a good idea to use the same model hardware in the test lab as is used in the production environment.
13. Whether using NTBackup or 3rd-party software, ensure that the Windows 2000 System State on domain controllers is backed up.  This is where the registry and Active Directory is stored and it is required to recovery the Active Directory.  Most backup software requires an agent to be installed on the DC if the System State is going to be backed up remotely from a tape backup server.  Also, done forget to create scripts to backup the WINS and DHCP databases.
5.5 Redundancy

14. Always implement at least 2 global catalog servers in each domain.

15. Maintain an out-of-state domain controller for each domain that can be relied upon in case of a large natural disaster, such as a hurricane.
5.6 Name Resolution

16. Implement 2-3 core WINS servers in the NERDC and have all clients use these servers.
17. Implement 2 or more centralized internal DNS servers with AD-Integrated zones for the forest root domain.  Delegate the ad.ufl.edu namespace to these servers.  Configure these servers to forwarders to the BIND external DNS servers.  It is Microsoft’s documented best practice that domain controllers should run DNS and host an AD-Integrated zone for its own domain.  Also, for best performance clients should point to the two DNS servers that are closest to them.  Colleges with DNS-proficient administrators may choose to host their own AD-Integrated DNS zone.  They should consider hosting a secondary zone on the forest root DNS servers.
18. If multiple domains are implemented, take configure the DNS servers properly to avoid the risk of “DNS islands”.  Specifically, on child domain controllers implement DNS forwarders to the root domain DNS servers.  Create a secondary zones on the root DNS servers for the _msdcs.<child domain> zones.  Ensure that the primary and alternate DNS for a forest root domain controllers is not pointed to itself.  Instead, it should be pointed to another forest root domain controller.  For additional information about DNS islands and best practices, refer to Microsoft Knowledgebase article 275278 and http://www.microsoft.com/technet/prodtechnol/ad/windows2000/plan/bpaddsgn.asp.
5.7 Personnel Requirements
19. A minimum of 4 Active Directory trained and certified FTEs should be dedicated to managing the enterprise forest root.  Initially, this will probably start as a single FTE that works with the college LAN administrators during the standard workday to begin prototyping and piloting the Active Directory.  As more colleges join the forest, additional support will be required to provide 7x24 support.  Responsibilities that these individuals should have are:
a. Active Directory Service Availability and Performance Monitoring
b. Server hardware and software maintenance for the root domain controllers.

c. Maintain Operations Masters for the forest and root domain

d. Troubleshoot all reported Active Directory problems

e. Documenting and communicating forest policies created by various Active Directory working groups

f. Perform backup and recovery services on root domain controllers

g. Validate root domain tape backups with periodic restores to the test domain.

h. Manage AD root-level internal DNS. (i.e.  ad.ufl.edu)

i. Maintain a non-production test forest for prototyping and backup validation.

j. Work with LAN administrators to test new enterprise applications that will impact the Active Directory (i.e. schema changes)

k. Maintain forest root domain security.

l. Maintain enterprise Certificate Services.

m. Maintain root Exchange 2000 Servers that may be implemented.  (NOTE: Individual colleges may host their user’s mailboxes own servers if necessary, but they should be part of the same Exchange organization) 
n. Create OUs or domains for colleges or business units as necessary.
o. Provide technical assistance to the enterprise directory development staff in automating Active Directory functions as necessary.
p. Provide primary support to LAN administrators whose users are members of the enterprise Active Directory.

q. Create service level agreement (SLA) document outlining enterprise Active Directory service expectations.

Technologies based on Active Directory are changing rapidly with the development of Microsoft’s .NET strategy.  It is very important that persons hired into these positions are very enthusiastic about staying current on the latest Microsoft and third-party technologies, especially those that integrate with Active Directory such as Exchange 2000 (and Titanium).  Microsoft Certified Systems Engineer (MCSE) 2000 certification (or equivalent experience) is recommended at a minimum requirement for these positions.  Also, strong interpersonal skills or training experience is a good quality for candidates because these positions will require much interaction with the LAN administrators.
20. In addition to FTE’s, additional temporary Active Directory migration expertise will be helpful during the initial migrations to Active Directory.

21. An executive-level memorandum should be published to all university staff and faculty defining the university’s Active Directory support team, including responsibilities and service level agreements (SLAs).  Doing this serves a three-fold purpose.  First, it assigns responsibilities to the appropriate group.  This proved to work well when the Net Services group took over all networking services behind the wall-plate.  College management understands that the LAN managers no longer have control over WAN traffic and they cannot fix these types of issues.  Active Directory Services should be handled in a similar fashion.  Second, this memo provides general direction about the type of service that colleges should expect from the Active Directory Support team.  Finally, the memo encourages departments that might not be aware of the enterprise Active Directory implementation to participate.
5.8 Migration Projects

22. Implement a migration Active Directory project website where colleges can post their project plans, status, ideas, and challenges they’ve encountered during the migration.  It is important that project teams learn from each other’s experiences.
23. Implement website that shows the enterprise Active Directory’s status, planned outages, statistics, etc.

24. Implement a Native mode root domain and use migration tools to migrate and restructure the existing directories

25. Evaluate the Aelita, NetIQ, and Quest (Fastlane) directory migration tools.  These tools “leapfrog” each other with every new release.  Dimension Data has done migrations with all of these tools and re-evaluates them after each new release.  Our most recent tool of choice for migrations is Aelita’s Controlled Migration Suite (CMS).
Appendix A. Definitions
	Acronym
	Description

	AD
	Active Directory: Microsoft’s Directory Service for Windows 2000 Servers. 

	ADSI
	Active Directory Service Interfaces: A set of objects that can be called from Visual Basic, JavaScript, ActivePERL, or other COM-enabled scripting languages to manipulate objects contained in the Active Directory.

	BIND
	Berkeley Internet Name Domain: The most widely-used DNS program on non-Windows platforms.

	CIR
	Committed Information Rate:  The amount of bandwidth is “guaranteed” on a burstable frame-relay circuit.  This is the number that should be used when planning constant WAN activity.

	DHCP
	Dynamic Host Configuration Protocol: a protocol for assigning IP addresses dynamically to devices on a network.  A request for an IP address is made to a central DHCP server when a workstation logs in.

	DNS
	Domain Name System: name resolution software that lets users locate computers on Internet (TCP/IP network) by domain name.  The DNS server maintains a database of domain names (host names) and their corresponding IP addresses.  In this hypothetical example, if www.mycompany.com were presented to a DNS server, the IP address 204.0.8.51 would be returned.

	FERPA
	Family Educational Right to Privacy Act:  A federal regulation that describes an educational institutions’ responsibility for maintaining and securing information about its students.

	FIRN
	Florida Information Resource Network:  A state funded and operated frame-relay WAN.

	FTE
	Full-time Employee: A university employee that works at least 40 hours per week.

	FTP
	File Transfer Protocol: a protocol used for sending files across a network.

	HSC
	Health Sciences Center:  A large group of colleges focused on health professions at the University of Florida.

	HSRP
	Hot Standby Routing Protocol: a means of creating network resilience by configuring two routers with a virtual IP address.  If the active router fails, the standby adopts the virtual IP address and there is no failure of the network connection.

	IFAS
	Institute For Agricultural Sciences

	IP
	Internet Protocol: IP specifies the format of packets, also called datagrams, and the addressing scheme on a network.  Most networks combine IP with a higher-level protocol called Transport Control Protocol (TCP), which establishes a virtual connection between a destination and a source

	IPX
	Internetwork Packet Exchange: a networking protocol used by the Novell NetWare operating systems.

	L2
	Layer 2: the data link layer of the OSI model.  It is responsible for the physical passing of data from one node to another.  Most network switching is implemented at this layer.

	L3
	Layer 3: the network layer of the OSI model.  This layer is responsible for routing data from nodes on one network to nodes on another.

	LAN
	Local Area Network: a communications network that serves users within a confined geographical area.  It is made up of servers, workstations, a network operating system, and a communications link.

	LDAP
	Lightweight Directory Access Protocol: an industry standard protocol used to implement interfaces into and between directories.  

	MAC
	Media Access Control: the lower of the two sub-layers of the data link layer (L2) defined by the IEEE.  The MAC sub-layer handles access to shared media, such as whether token passing or contention will be used

	MAN
	Metropolitan Area Network:  a communications network that covers a city-wide area, usually within a 15-mile diameter.  These networks typically connect many LANs together with a high-speed fiber backbone.

	MIB
	Management Information Base: a database of network management information that is used and maintained by a network management protocol such as SNMP.  The value of a MIB object can be changed or retrieved using SNMP commands, usually through a GUI network management system.  MIB objects are organized in a tree structure that includes public (standard) and private (proprietary) branches.

	NIC
	Network Interface Card: a board which provides network communication capabilities to and from a computer system.

	NTP
	Network Time Protocol: a protocol built on top of TCP that assures accurate local time keeping with reference to radio and atomic clocks located on the Internet.  This protocol is capable of synchronizing distributed clocks within milliseconds over long time periods

	POC
	Proof of Concept: initial testing intended to prove the viability of a design concept.

	QoS
	Quality of Service: a measure of performance for a transmission system that reflects its transmission quality and service availability

	ROI
	Return on Investment: Measurements of business benefits compared to project resource expenditures.  All projects require a certain amount of investment.  ROI determines how long it will take to recoup the resource investment based on savings or additional revenues generated by completing the project.

	SAM
	Security Account Manager: The Windows NT 4.0 directory service and account database.

	SNMP
	Simple Network Management Protocol: a widely used network monitoring and control protocol.  Data is passed from SNMP agents, which are hardware and/or software processes reporting activity in each network device (hub, router, bridge, etc.) to the workstation console used to oversee the network.

	TCP
	Transmission Control Protocol: TCP provides transport functions, which ensure that the total amount of bytes sent is received correctly at the other end.  It is linked to IP which provides the routing mechanism.  TCP/IP is a routable protocol, which means that all messages contain not only the address of the destination station, but also the address of a destination network.  This allows TCP/IP messages to be sent to multiple networks within an organization or around the world, hence its use in the worldwide Internet.  Every client and server in a TCP/IP network requires an IP address, which is either permanently assigned or dynamically assigned at start-up.

	VLAN
	Virtual LAN: a logical subgroup within a local area network that is created via software rather than manually moving cables in the wiring closet.  It combines user stations and network devices into a single unit regardless of the physical LAN segment they are attached to and allows traffic to flow more efficiently within populations of mutual interest.

	VPN
	Virtual Private Network: a communications network that uses encryption technology to transmit data over a public network, such as the Internet.  The encryption technology creates a protected “tunnel”.  This secure tunnel allows data to travel from one private network to another private network using a public network as the medium, while protecting the confidentiality and authenticity of the data.

	WAN
	Wide Area Network: a communications network that covers a wide geographic area, such as state or country or international area.  These networks are generally connected via phone circuits (i.e. analog/digital modems, ISDN, T1, T3, OC-3, etc.) or VPNs (DSL, cable modem, satellite, etc.)


Appendix B. Sample ADSI Scripts

The following scripts show how to use VBScript to bind to the Active Directory using LDAP and create objects, change passwords, delete objects, etc.  These scripts are based on scripts from the Scripting Solutions for System Administration guide on Microsoft Technet.  This guide contains many other samples for manipulating directory objects and can be found at http://www.microsoft.com/technet/scriptcenter/scrguide/sas_pt2_overview.asp.  

Create a user account
‘ ***Declare Constants and Dimension Variables***
Const ADS_UF_ACCOUNTDISABLE = 2
Dim objOU, objUser

‘ ***Bind to the directory and create the object.***
Set objOU = GetObject("LDAP://ou=HSC,dc=ad,dc=ufl,dc=edu")

Set objUser = objOU.Create("User", "cn=JSmith")

objUser.Put "sAMAccountName", "JSmith"
objUser.SetInfo
‘ ***Bind to the user object and change the password.***

Set objUser = GetObject _

   ("LDAP:// cn=JSmith,ou=HSC,dc=ad,dc=ufl,dc=edu ")

objUser.SetPassword "MyC00lPa$$w0rd"
‘ ***Enable the account***

intUAC = objUser.Get("userAccountControl")

If intUAC AND ADS_UF_ACCOUNTDISABLE Then

    objUser.Put "userAccountControl", intUAC XOR ADS_UF_ACCOUNTDISABLE

    objUser.SetInfo

End If
The previous script creates an account in the HSC organizational unit with a common name of JSmith.  It might be better to use the UFID, instead of the username, in this field.  The user’s display name could still show the user’s name if desired.
Delete a user account
Dim objOU
Set objOU = GetObject("LDAP://ou=HSC,dc=ad,dc=ufl,dc=edu")
objOU.Delete "User", "cn=JSmith"
For best practices and techniques used to optimize Active Directory code, go to http://msdn.microsoft.com/library/en-us/dnactdir/html/BuildingADApps.asp.
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